Smérnice pro praci s daty v Al nastrojich (AI Data Handling Policy)

Verze: 1.0

Platnost od: [DATUM]

Priloha k: Al Usage Policy

Compliance: GDPR, NIS2, ISO/IEC 42001

1. Klasifikace dat pro Al zpracovani
VEREJNA DATA (Public)

Definice: Data dostupna vefejnosti bez omezeni

AT zpracovani: Povoleno vSemi schvalenymi nastroji

Priklady: - Publikované ceniky a nabidky - Vefejné prezentace a tiskové zpravy - Oteviend data z
verejnych zdroju - Vefejné dostupné pravni dokumenty

Kontrolni otazky: - Je tento obsah dostupny na nasem webu? - Lze jej najit pomoci vyhledavaca? -
Neobsahuje zadné citlivé informace?

INTERNI DATA (Internal)

Definice: Data urcend pouze pro interni pouziti organizace

AT zpracovani: Pouze enterprise nastroje s DPA a EU hosting

Priklady: - Interni dokumentace a procesy - Nevefejné prezentace pro management - Aggregované
statistiky (anonymizované) - Obecné projektové informace

Povinné kontroly: - Enterprise nastroj s podepsanou DPA - Data residency v EU - Audit trail a logging
- Schvéleni nadrizeného

DUVERNA DATA (Confidential)

Definice: Citliva obchodni data s omezenim pristupu

AT zpracovani: Pouze po specidlnim schvileni + on-premises

Priklady: - Strategické plany a roadmapy - Finanéni vysledky (pfed publikovanim) - Vyznamné obchodni
smlouvy - Technické specifikace produktu

Approval proces: 1. Zidost ptes [GOVERNANCE-COMMITTEEQCOMPANY.COM] 2. Hodnocen{
Legal + IT Security + Business owner 3. Pisemné schvaleni + monitorovani pouziti 4. Casové omezen{
pfistupu (max. 30 dni)

VYSOCE CITLIVA DATA (Restricted)

Definice: Data podléhajici zvlastni ochrané

Al zpracovani: ZAKAZANO bez vyjimky

Priklady: - Osobni tdaje fyzickych osob - Zdravotni a biometrické idaje - Financ¢ni idaje klientt - Hesla,
API Klice, certifikdty - Pravnicky privilegované komunikace

2. Technicka opatieni
2.1 Pseudonymizace a anonymizace

Pred nahranim do AI:

Pivodni data: "Pan Novak z firmy ABC s.r.o. m& dluh 150,000 Kc"
Pseudonymizovand: "Klient #12345 z firmy [COMPANY-B] ma& dluh [AMOUNT] K¢Z&"



Anonymizovana: "Primérny dluh v segmentu SMB: 150,000 Kc"

Nastroje pro anonymizaci: - Microsoft Presidio (open-source PII detection) - Interno custom scripts
pro data masking - Manual review pred odeslanim citlivych dat

2.2 Data retention management

Automatické mazani: - Chat historie Al nastroji: 90 dni - Temporary files a uploads: 30 dni -
Al-generated outputs: 12 mésicua (s audit trail)

Manual retention: - Strategicky dulezité Al vystupy: dokumentovat divod - Business-critical analyzy:
schvéleni legal tymu - Training data pro custom models: special retention policy

2.3 Monitoring a audit trail

Co monitorujeme: - Kdo pouzil Al néstroj (user ID, timestamp) - Jaky typ dat byl nahrazen (classification
level) - Ktery néstroj byl pouzit (vendor, model version) - Vystup byl export nebo delete

Automatické alerting: - Upload confidential /restricted dat — okamzité upozornéni - Anomadlie v usage
patterns — tydenni report - Failed authentication — real-time alert

3. Procedury pro konkrétni scénare
3.1 Analyza dokumentt s osobnimi udaji

KROK 1: Data assessment - Identifikace typt osobnich tdaju - DPIA (Data Protection Impact
Assessment) pokud nutné - Legal basis podle GDPR ¢l. 6

KROK 2: Anonymizace

# Priklad preprocessing scriptu

sed 's/[0-91\{9,\}/[ID-MASKED]/g"' | \

sed 's/[a-zA-Z0-9._k+-]1\+@[a-zA-Z0-9.-]\+\. [a-zA-Z]\{2,\}/ [EMAIL-MASKED] /g"' | \
sed 's/[0-9]\{3\} [0-9]\{3\} [0-9]\{3\}/[PHONE-MASKED]/g'

KROK 3: AI processing - Pouze enterprise nastroje s GDPR compliance - Dokumentace zpracovani
(¢l. 30 GDPR) - Retention period: max. 6 mésict

3.2 Financéni analyzy a reporting

Pred Al zpracovanim: - Agregace na vyssi drovni (ne individual transactions) - Removal of identifiable
information - Legal review pro sensitive financial metrics

AT pouziti: - Trend analysis, forecasting models - Risk assessment (aggregated data only) - Compliance
reporting (anonymized data)

Po Al zpracovani: - Double-check na data leakage - Management review pfed finalizaci - Archive with
proper classification

3.3 HR data a performance reviews

CISTE ZAKAZANO pro externi Al: - Individual performance data - Salary information - Disciplinary
records - Personal development plans

Povoleno pouze pro aggregated analytics: - Anonymizované satisfaction surveys - Department-level
productivity metrics - General skills gap analysis



4. Incident response procedures
4.1 Suspected data breach
OKAMZITE (do 1 hodiny): 1. Kontakt: [DATA-BREACH-TEAM@COMPANY.COM] 2. Screen-

shot/evidence collection 3. Immediate containment (block access if needed) 4. Initial impact assessment

DO 24 HODIN: 1. Detailed forensic analysis 2. Notification pifslusnych autorit (0OOU) 3. Communi-
cation plan pro affected stakeholders 4. Remediation action plan

4.2 Accidental exposure

Okamzité akce: - Pause/stop Al processing - Document what data was exposed - Check if data was
stored/cached by Al service - Request deletion from Al vendor

Follow-up: - Internal investigation a lessons learned - Policy update pokud je potreba - Additional
training pro involved parties
5. Vendor management a due diligence

5.1 New AI tool evaluation

Security checklist: - [ | SOC 2 Type II certification - [ | ISO 27001 certification - [ ] GDPR compliance
documentation - [ ] Data processing agreement (DPA) - [ | EU data residency options - [ | Security incident
history review - [ | Data retention a deletion capabilities

Legal checklist: - [ ] Terms of service review - [ ] Data licensing rights - [ ] Liability a insurance coverage
- [ ] Intellectual property provisions - | | Termination a data return procedures

5.2 Ongoing vendor monitoring

Quarterly reviews: - Security posture updates - Terms of service changes - New data processing locations
- Incident reports a response

Annual audits: - Comprehensive security assessment - DPA compliance verification - Cost-benefit
analysis - Alternative vendor evaluation

6. Training a awareness
6.1 Role-based training
All employees: - Basic data classification - Prohibited use cases - How to report incidents

Al power users: - Advanced anonymization techniques - Vendor-specific security controls - Data handling
best practices

IT administrators: - Technical implementation details - Monitoring a alerting setup - Incident response
procedures

6.2 Regular updates

Monthly: Security awareness newsletter
Quarterly: Policy updates a changes
Annually: Comprehensive refresher training




Otazky a clarifications: [DATA-GOVERNANCEQCOMPANY.COM]

Tento dokument je living document a bude pravidelné aktualizovdn na zdkladé novych regulations a business
needs.
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